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1. Introduction 
 
The Vale of Glamorgan Council is dependent on its ICT systems, networks and 
communications facilities to carry out its business. These facilities and the data 
stored and processed on them form part of the Council’s critical information assets. 
 
Protecting the confidentiality, integrity and availability of these assets is critical to the 
Council delivering services and meeting its legal, statutory and regulatory 
obligations. 
 
The Code of Conduct forms part of every Council employee’s contract of 
employment and contains mandatory policy for the use of ICT facilities. 
 
All staff must comply with the Code of Conduct in order to use the Council’s ICT 
facilities, and any member of staff failing to do so will be considered in breach of their 
employment contract. This may result in disciplinary action being taken. 
 
 
2. Purpose 

 
The purpose of this policy is to establish how the Council’s ICT facilities and 

resources must be used. 

 

3. Scope 
 
This policy applies to all Service Areas, Partners, Employees of the Council, 

Contractual Third Parties and Agents of the Council who have access to Vale of 

Glamorgan Council information, information systems or IT equipment. 

The Code of Conduct applies to all Council owned or leased ICT systems, networks 

and devices. 

The Code of Conduct must be considered together with the following Council 

mandatory policies available on Staffnet: Removable Media Policy, Data Protection 

Policy, Mobile Devices Policy, Employees’ Information Security Responsibilities 

Policy, Incident Management Policy. 
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4. Key Statements 
 

 No personal use of any Council ICT service is permitted. 
 

 All use of Council ICT systems, networks and devices is monitored and audit 
trails and logs kept. This includes use of email, the internet, all ICT services 
and removable media such as USB memory ‘sticks’. 
 

 Authorised Officers of the Council may carry out audit checks at any time on 
any ICT service or device. 
 

 If the Council has reasonable grounds to believe that its computer services 
are being used by an employee for any criminal or improper activity, and it 
believes that informing that employee their communications are being 
monitored would prejudice an investigation, then the Council may monitor that 
employee’s communications covertly. 
 

 ICT services must not be used for personal use or any activity not authorised 
as part of an employee’s job description. Computer services, including 
processing time; network capacity; email; printing capacity etc.; must not be 
wasted by unnecessary activity. 
 

 Official business includes the use of ICT equipment for official Trade Union 
business, continuing development as required by an employee’s profession or 
authorised by the line manager and for college work which is supported by the 
Council as part of the Corporate Training Strategy, and which can only be 
undertaken with the agreement of the line manager. 
 

 Any suspected misuse of ICT computer services must be reported to the 
Head of Strategic ICT and in compliance with the Council’s incident 
management policy. (See Appendix 16.1: Information Security Portal) 
 

 ICT services, software, hardware, ICT equipment or devices must not be 
procured outside of the ICT assessment, approval and procurement 
processes, regardless of funding sources. 
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5. Legal and Regulatory Obligations 

 
Staff must comply with all legal, regulatory and statutory requirements when using 
ICT services. These include, but are not limited to: 
 
The Computer Misuse Act, 1990 (CMA). 
 
In essence this Act makes it an offence to access, or try to access, any computer 
system for which access authorisation has not been given. Thus any attempt to 
interfere with, or try to bypass, the security controls on a computing system is an 
offence. Similarly, trying to obtain information, such as other users' passwords, or 
accessing or modifying files belonging to other people without access authorisation 
is also an offence. It is also an offence to facilitate unauthorised access by, for 
example, disclosing an authorised login name/password combination to an 
unauthorised individual. Such actions could lead to a criminal prosecution. 
 
The Copyright, Design and Patents Act, 1988. 
 
This Act makes it an offence to copy or disseminate documentation or software 
without the permission of the owner of the copyright. It applies to all software in use 
in the Council. Breaches of this Act can also lead to legal action. If in doubt please 
consult the ICT Service Desk or the Legal Section. 
 
Data Protection Act 1998 (DPA). 
 
In general this Act requires that all personal data relating to other living persons 
with the exception of personal data held by an individual for domestic and 
recreational purposes should not be stored by any person on a computer system 
unless the data is suitably registered. The Council's Data Protection Officer should 
be consulted if the need to store such data arises. 
 
Obscene Publications Act, 1959. 
 
Placing material on the Council's computing facilities in such a way that several 
people can access it constitutes its publication. Under the Obscene Publications 
Act and the Criminal Justice Act, it is a criminal offence to publish material that is 
obscene. Material is defined as obscene if its effect is to deprave and/or corrupt 
individuals. 
 
Lawful Business Conduct Regulation within Regulation of Investigatory 
Powers [Rip] Act 2000. 
 
Staff need to be careful that they comply with this legislation in the use of ICT 
equipment for evidence gathering. 
 
Human Rights Act 1998 (HRA). 
 
This Code of Conduct has been reviewed to comply with the Human Rights Act 1998. 
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6. Email Acceptable Use 

 
The Council’s email facility is made available to users for official Council business 
purposes only. It is essential that use of the Council’s email facility complies with 
current legislation and does not create unnecessary business risk for the Council. 
 
Misuse of email can lead to loss of Council information; damage to the Council’s 
reputation; loss of public trust; severe financial penalties; damage to the Council’s 
systems from viruses; and may impact the Council’s ability to deliver services. 
 

 Emails processed or stored on Council systems are considered part of the 
Council’s Corporate record and any email sent from Council provided facilities 
is considered official Council communications. Staff must have no expectation 
of privacy when making use of the Council’s email system. 
 

 Email messages, both internal and external, are a form of written 
communication and the use of email is subject to the same legal obligations. 
Staff must not use email to:  

o Advocate any political or religious cause 
o Make comments against any race, religion or sex 
o Make comments which could be construed as sexual harassment 
o Make comments which could be considered derogatory or defamatory 
o Make comments that could misrepresent the Council 
o Make personal comments that could be interpreted as libellous 

 

 Email may be legally binding; staff must make sure they have gone through 
the proper channels before  making any commitments on behalf of the 
Council. Failure to do so may acquire legal liabilities or responsibilities for the 
Council which employees may not have authority to make. 

 
 

 Using the email system for receiving and subsequent retention, or sending 
unauthorised, illegal, obscene or pornographic material of any description, 
improper language or any distasteful content, whether the message is internal 
or external may result in disciplinary action for Gross Misconduct. 
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 Council email must not be auto-forwarded to external, non-Council email 
addresses. 

 

 Only Council provided email accounts and facilities can be used to process 
official Council business; personal email accounts must not be used to create, 
store or otherwise process Council business information, or conduct official 
Council business. 

 

 Staff must not register their @valeofglamorgan.gov.uk address with external 
third parties, except where required to do so for official communications, 
registering with recognised professional bodies or managing relationships with 
business partners and suppliers. 

 
 

 Plain email is not a secure means of communication to external recipients. 
Staff must not send personal or sensitive data to external recipients, even if 
they are entitled to receive it, via plain email. The Council has a number of 
secure email solutions which must be used when required to send personal or 
sensitive information. To obtain access to the facilities, please contact the ICT 
Service Desk for advice. 

 

 Unsolicited or junk emails and email attachments are a major security risk for 
the Council; staff must not open emails, attachments or click on links in emails 
which are unexpected or from untrusted or unknown sources – delete these 
messages without reading them. If in any doubt, contact the ICT Service Desk 
for advice. Spam emails can be reported using the ‘Report Spam’ button in 
Outlook. 

 

 Chain letter e-mails (those that request you forward the message to one or 
more additional recipients who are unknown to the original sender) must not 
be forwarded using the Council’s systems or facilities, and must be deleted. 

 

 All external email is subject to security filtering by the Council’s email system 
and legitimate messages may occasionally be held in quarantine for 
inspection. 
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 Email is not intended to be used as a file store. All relevant e-mails and 
attachments must be saved in the Council’s document management system 
(TRIM/HP Records Manager), or in a secure, departmental file shared area or 
user’s ‘home directory’ (the H: network drive or similar location). 

 

 Staff are responsible for maintaining their own e-mail folders (In Box, Sent 
Items, Deleted Items etc.) and must delete all unwanted e-mails on a regular 
basis. The amount of e-mails staff will be allowed to keep is restricted to 
150MB (megabytes) of storage space. 

 
 

 Email should not be used to send large email attachments on a regular basis 
and the size of attachments allowed is restricted to 10 MB (megabytes). For 
advice on large file transfers exceeding this limit, please contact the ICT 
Service Desk. 

 

 When a user of e-mail leaves the authority, the mailbox will be hidden from 
the Global Address List, but retained for a maximum of 6 months after which 
point it will be deleted. TransAct will inform ICT of any leavers immediately 
upon their departure. An Out Of Office message must be applied to the 
leaver’s mailbox with appropriate wording to that effect, and an alternate e-
mail address given for any on-going correspondence. 

 

 Be wary of auto-complete: When you start to type in the name of the recipient, 
Outlook will suggest similar addresses you have used before. If you have 
previously emailed several people whose name or address starts the same 
way, e.g. “Dave” - the auto-complete function may bring up several “Daves”. 
You must make sure you choose the right address before you click send. 

 

 If you are sending a single email to many external recipients at once, and the 
addresses of each recipient must not be disclosed to other recipients, you 
must make sure you use blind carbon copy (Bcc), and not carbon copy (Cc), 
or ‘To’. Using ‘To’ or ‘Cc’ will mean every recipient of the message will be able 
to see every other recipient’s email address. 

 

 Be careful when using a group email address or distribution group. Check 
who is in the group and make sure you really want to send your message to 
everyone. 

 

 You must not send emails received via a secure route to a less secure email 
route, e.g. forwarding sensitive or personal information received securely, to 
unprotected external email addresses. 
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7. Internet Acceptable Use 

 
 

 Staff will only be granted access to the internet where this is required for work 
purposes, on the authorisation of their line manager. 

 

 All internet access is filtered to reduce the risk of accessing malicious 
websites or sites of unsuitable content. All internet access is routinely 
recorded and logs retained of all pages and websites visited. Internet logs are 
routinely audited by authorised officers of the Council, including Internal Audit, 
and inappropriate use of the internet may lead to disciplinary action.  

 

 No personal or private use of the internet is permitted and staff must have no 
expectation of privacy when using Council provided facilities to access the 
internet. 

 

 No access to social networking sites such as Facebook or Twitter, is allowed 
except where explicitly granted and required for a post holder’s role. 
Disciplinary action may be taken against staff attempting to access such sites. 

 

 Some government department websites, such as the Department for Work 
and Pensions’ site, can only be accessed via the secure Public Services 
Network (PSN). Contact the ICT Service Desk for advice if your job role 
requires you to use websites accessed via the PSN. 

 

 Staff must not attempt to download or install software from any website. 
Contact the ICT Service Desk for advice if you need access to currently 
unapproved software which is not part of the existing Corporate suite. 

 

 Software requests will be considered on a business requirements basis and 
must be tested for compatibility and security before approval for installation on 
the Corporate network. 

 

 Where staff are sponsored by the Council to complete a course of study, the 
Council may allow, at the line manager’s and Head of ICT’s discretion, use of 
the Council’s ICT facilities to access study materials. This does not extend to 
the installation of any software on the Council’s network that may be required 
to access such materials.
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 The Vale of Glamorgan Council publishes the free, Cloud Wi-Fi service in the 
Civic Offices, and staff may access the internet via the Cloud, using personal 
devices during break periods. 

 

 Using the Internet for unauthorised access to illegal, obscene or pornographic 
material of any description, improper language or any distasteful content may 
result in disciplinary action. Illegal or obscene use could also lead to 
prosecution. Even though an employee might not find the aforementioned 
distasteful, many employees would, and the Council will not tolerate the 
downloading and storage of images or text of this nature. 

 

 Copyright must be checked before using any material from the Internet. 
Information from the Web is, in most cases, the intellectual property of 
whoever originally created it, and is therefore subject to copyright law in the 
same way as any other publication. 

 

 Officers of the Council whose post requires them to conduct purchasing or 
financial tasks online, must exercise due diligence and care when using online 
financial and purchasing services, to ensure they are using the correct 
website and not a malicious or fake ‘phishing’ website. 

 

 All staff with internet access must exercise due diligence and care when 
accessing any website. Do not click on adverts, free offers, virus warning 
messages or other pop-up message boxes. 

 

 If in any doubt, always contact the ICT Service Desk for advice or to report 
any suspicious activity when browsing the web. Any staff found to have 
caused damage to the Vale’s network by not taking reasonable care when 
accessing the internet, may be subject to disciplinary action. 
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8. System Access 

 
All authorised staff will be provided with a network logon and other system access as 
required specifically for their job role. The following mandatory rules apply for use of 
these accounts: 
 

 Staff must not divulge their user logon account details, including user IDs and 
passwords, or allow any other member of staff to use their logon details to 
access any system. 

 

 Staff must not log on to a system or computer and allow any other member of 
staff or visitor access to their computer or other system whilst logged on as 
themselves. 
 

 Staff must not attempt to use accounts and passwords of other members of 
staff in order to access information or systems they have not been granted 
access to. 
 

 Workstations must be locked when being left unattended even for a few 
minutes. Press CTRL, ALT and DEL and select Lock, or press the Windows 
Flag key and letter ‘L’. 
 

 Staff will be held accountable for all document access and system activity that 
has taken place under user accounts owned by, and assigned to them. 
 

 The Head of ICT, Security Officer and Internal Audit may sanction the use of a 
generic account in exceptional circumstances; a senior manager in the 
Business Unit must own the account and will be accountable for its use and 
any actions carried out by the account. 
 

 Account passwords must be changed regularly and in compliance with the 
Council’s ICT password policy, which specifies frequency of changes and 
password complexity rules. 
 

 Work passwords protect important assets; you must not re-use passwords 
between work and home. 
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9. Network Security 

 
To maintain the security, integrity and availability of the Corporate network, all users 
must comply with the following mandatory requirements. Non-compliance will be 
considered a serious infringement: 
 

 Personal or non-Council provided equipment MUST NOT be plugged into the 
Corporate network under any circumstances. This includes, but is not limited 
to: PCs, Laptops, tablets, smartphones, CD/DVD writers, USB 
pens/sticks/dongles, cameras, scanners, printers or other hardware not 
requested and procured through ICT Services. 
 

 The Council has implemented a USB monitoring system which records all 
USB activity and can block access to unauthorised USB devices. 
 

 Users must not attempt to download and install software onto any corporate 
device or attempt to install software using removable media such as USB 
memory sticks, CDs or DVDs. This includes games, music, screen savers, 
programs, magazine CDs/DVDs, obscene, pornographic material or any 
material which may contain improper language or any distasteful content and 
images from the Internet or illegal copies of software. 
 

 Where a new business requirement is identified which may require the 
addition of software not currently used or approved, a request must be placed 
with the ICT Service Desk. 
 

 Users must not try to circumvent, bypass, reconfigure or otherwise disable the 
security settings, anti-virus or other software installed on Corporate devices 
including PCs, laptops and tablets. 
 

 Users must not try to circumvent, bypass, reconfigure or otherwise change the 
set up or installation of any Corporate device. 
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 Users must not disconnect, move or otherwise tamper with Corporate devices 
or peripherals. The connection and disconnection of Corporate mobile devices 
designed for the purpose, e.g. laptops with docking stations, is permitted. 
 

 Licensed software will be installed by ICT Services, or by authorised 
personnel, or under contract with 3rd party companies. Unauthorised staff 
must not attempt to install or re-install licensed software. 
 

 All original software licences and media will be held by ICT Services. 
 

 Proprietary or specialist software specific to a site, may be held locally if 
required for operational reasons, with the agreement of the Head of ICT. 
 

 Locally held copies of software licences and media must be held by a 
nominated officer. Lists of the software, and the name and telephone number 
of the nominated officer, must be provided to the ICT Service Desk. 
 

 Where a clear business case has been submitted, access to authorised 
removable media devices may be granted as per the Council’s removable 
media policy. (See appendix 16.1: Removable Media Policy.) 
 

 Any requirement for other organisations or suppliers to work on or change any 
ICT systems or computer equipment connected to the Corporate network 
must be co-ordinated with, and approved by, ICT Services. 
 

 ICT equipment must not be removed from the Council’s premises without 
documented approval from line managers, unless mobile working 
arrangements are in place, such as those for Corporate laptop users and 
Corporate mobile device users where such devices are regularly brought to 
and from work as part of the post holder’s role. 
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10. Information Security 

 
To maintain the confidentiality (only those that are authorised to access information 
have access to it), integrity (information has not been altered by unauthorised parties 
and can be relied upon) and availability (information is accessible by those 
authorised to see it) of the Council’s information assets, users must comply with the 
ICT Code of Conduct when accessing the Council’s computer systems and 
electronic or hardcopy information. 
 

 All files and Council business information must be stored in the Council’s 
document management system (TRIM/HP Records Manager), users’ 
departmental network shared folder areas or users’ home directories (H: drive 
network share). These are all secured and backed up, and can be recovered 
in the event of loss or damage. 
 

 Users must not store personal, sensitive or unique copies of business critical 
information on Corporate PCs or desktops, e.g. in the ‘My Documents’ folder 
of their computer. The information on Corporate desktop computers is not 
backed up or encrypted and will be lost for good in the event of a hardware 
failure, or sensitive information may be disclosed in the event of theft of the 
equipment. Staff found to be storing personal or sensitive information 
insecurely may be subject to disciplinary action. 
 

 Laptop users with encrypted storage may temporarily store small numbers of 
documents on their laptops when working away from the network in 
compliance with the Council’s Mobile Devices Security policy (see appendix 
16.1). 
 

 Users must not remove Council information from the network and copy it to 
personal or non-Council owned equipment, for example; emailing Word 
documents home to work on them from a home PC. This introduces a serious 
information loss and malware risk to the Council. The Council has a number 
of approved home and mobile/remote working solutions for this purpose. 
 

 Users must not copy Council information to removable media except where a 
clear business need and justification has been identified, and a business case 
approved for the use of a Council provided, encrypted memory device. The 
use of removable media for storing Council information, even on approved 
Council media, is considered the exception and not the norm. 
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 Council information should only be processed by staff using Corporate 
devices attached to the Corporate network or by use of approved Corporate 
mobile and remote working solutions. 

 

 Paper documents with personal or sensitive content should be kept securely 
at all times and locked away when not in use. 
 

 Do not leave sensitive electronic documents displayed on screen and always 
lock your workstation when leaving it unattended. 
 

 The use of file sharing sites such as Dropbox, Google Drive and Microsoft 
OneDrive is currently prohibited and Council information must not be stored in 
these services. The Council has a number of secure solutions for sending and 
receiving files; please contact the ICT Service Desk for advice. 
 

 Before sharing Council information with third parties, staff MUST follow the 
instructions in the ‘Sharing Information Securely’ section of Staffnet (see 
appendix 16.1). This explains how to ensure that any necessary agreements 
are in place; how to ensure that only those authorised to receive information 
have access; and how to send and receive information via secure channels. 
 

 Council documents and removable media containing personal or sensitive 
information, or Council intellectual property or confidential internal business 
information, must be disposed of securely in compliance with the Council’s 
records management (records and retention) and information security 
policies, available on Staffnet (see appendix 16.1). 
 

 All Council information processed by staff is classified as OFFICIAL or higher 
under HM Government’s protective marking scheme. This simply means that 
staff must consider the sensitivity of all information that they work with day to 
day, by marking and handling it according to its content (See appendix 16.3). 
 

 Information must not be shared or transferred without the permission of the 
Business Owner/Information Asset Owner/Data Owner of the information. 
This will normally be a senior manager in the Business at Operational 
Manager level and above, or their appointed deputy or deputies. 
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11. Telephony Systems Acceptable Use 

 

Failure to adhere to these telephony systems acceptable use conditions may lead to 

disciplinary action under the Council’s Disciplinary Procedure. 

 All telephones and mobile phones are provided to enable staff members to 

perform their duties and to conduct official Council business only, no personal 

use is allowed. 

 Section telephony administrators and other management staff of the Council 

receive itemised breakdowns of the telephone calls made on each Council 

telephone line, and Council provided mobile phone. 

 The Council will provide a mobile phone to a post holder, in compliance with 

the mobile telephone user agreement and mobile devices policy, where there 

is a clear business case. (See appendix 16.1: Mobile Devices Policy) 

 In accepting a Council mobile or desk telephone staff members acknowledge 

the Council’s right to list their names in its telephone or other associated 

directories and to have the extension number and calling party displayed. 

 Any telephony equipment purchased using Council funds or specifically for 

Council business must be purchased through ICT procurement. 

 Staff must comply with all relevant Health and Safety, and legal requirements 

when using telephony services, e.g. DO NOT use mobile phones when 

driving. 
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12. Physical and Building Security 

 
Protecting the physical security of the Council’s ICT facilities, including access to 
buildings and restricted areas by staff and visitors is vital to maintaining the security 
and integrity of the Council’s ICT facilities. Failure to follow these requirements will 
be considered a serious infringement which may lead to disciplinary procedures. 
 

 Access to computer rooms, network cabinets and telecommunications 
equipment is expressly forbidden unless there is a valid business reason and 
only where accompanied by an authorised member of ICT staff. 
 

 The Head of ICT (Senior Information Risk Owner) maintains a list of staff 
authorised to access restricted ICT areas and must authorise any additions, 
deletions or changes. 
 

 Staff ID cards must be worn and visible at all times. 
 

 Staff must not allow visitors access to Council buildings or systems without 
proper identification and authorisation. 
 

 All visitors must be booked in at reception, given a temporary pass and 
escorted at all times by an authorised member of staff. 
 

 Do not allow visitors to ‘tailgate’ through security card controlled doors; if 
someone does not have a pass, escort them to reception. 
 

 Vale staff from other offices, whose swipe cards have not been authorised for 
access, must be met at reception and escorted at all times. 

 



OFFICIAL 

 

ICT Code of Conduct April 2016 Page 19 of 24 

 

13. Health and Safety 

 

 Staff must conform to the Council’s Health and Safety policies at all times 

when accessing ICT services. Details of the Council’s policies are available 

on Staffnet. 

 Equipment that is found to be faulty must not be used and must be reported to 

the ICT Service Desk. 

 All electrical equipment must be tested annually. 

 Food and drink must be kept well away from ICT equipment, including 

screens, keyboards, PCs, laptops, mice etc. 

 PCs and any related computer equipment must be turned off when not in use. 

 All surplus ICT equipment no longer used or needed must be reported to the 

ICT Service Desk for secure disposal or secure repurposing. 

 Staff must not disconnect or move ICT equipment themselves, except when 

connecting or removing Corporate laptops to, or from, docking stations, or as 

a necessity of using shared ‘hot-desks’ where power and network points have 

been provided, specifically for the use of Corporate mobile device users and 

their equipment. 
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14. Policy Governance 

 
The following table identifies the roles within the council that are Accountable, 
Responsible, Informed or Consulted in respect of this policy.  The following 
definitions apply: 

 

 Responsible – the role(s) responsible for developing and implementing the 
policy. 
 

 Accountable – the role which has ultimate accountability and authority for the 
policy. 
 

 Consulted – the role(s) or group(s) to be consulted prior to final policy 
implementation or amendment. 
 

 Informed – the roles(s) or group(s) to be informed after policy implementation 
or amendment. 
 
 
 

Responsible Principal Information Management and Security Officer 

Accountable ICT Head of Service and SIRO 

Consulted 
Cabinet, CMT, ICT Management Team and Information 
Governance Board 

Informed 
CMT, Information Governance Board, Internal Audit, ICT 
Management Team 
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15. Review and Revision 

 
This policy will be reviewed as it is deemed appropriate, but no less frequently than 
every 12 months. 
 
Policy review will be undertaken by the ICT Management Team. 
 

16. Appendices 

16.1 Vale of Glamorgan Council Policy Links 

 

Information Security Portal 

http://staffnet.valeofglamorgan.gov.uk/Directorates/Managing-Director-and-

Resources/Democratic-Services/Information-Security-Portal/Information-Security-

Portal.aspx 

Employees’ Information Security Responsibilities (EISR) 

http://staffnet.valeofglamorgan.gov.uk/Documents/Directorates/Resources/Democrati

c-Services/ISP/Employees-Information-Security-Responsibilities-EISR.pdf 

Vale of Glamorgan Council Data Protection Policy 

http://staffnet.valeofglamorgan.gov.uk/Documents/Directorates/Resources/Democrati

c-Services/Freedom-of-Information/Data-Protection-Policy.pdf 

Removable Media Policy 

http://staffnet.valeofglamorgan.gov.uk/Documents/Directorates/Resources/ICT-

Policies/Removable-Media-Policy.pdf 

Mobile Devices Policy 

http://staffnet.valeofglamorgan.gov.uk/Documents/Directorates/Resources/ICT-

Policies/Mobile-Devices-Security-Policy.pdf 

Sharing Information Securely 

http://staffnet.valeofglamorgan.gov.uk/Directorates/Managing-Director-and-

Resources/Democratic-Services/Information-Security-Portal/Sharing-Information-

Securely.aspx 

 

http://staffnet.valeofglamorgan.gov.uk/Directorates/Managing-Director-and-Resources/Democratic-Services/Information-Security-Portal/Information-Security-Portal.aspx
http://staffnet.valeofglamorgan.gov.uk/Directorates/Managing-Director-and-Resources/Democratic-Services/Information-Security-Portal/Information-Security-Portal.aspx
http://staffnet.valeofglamorgan.gov.uk/Directorates/Managing-Director-and-Resources/Democratic-Services/Information-Security-Portal/Information-Security-Portal.aspx
http://staffnet.valeofglamorgan.gov.uk/Documents/Directorates/Resources/Democratic-Services/ISP/Employees-Information-Security-Responsibilities-EISR.pdf
http://staffnet.valeofglamorgan.gov.uk/Documents/Directorates/Resources/Democratic-Services/ISP/Employees-Information-Security-Responsibilities-EISR.pdf
http://staffnet.valeofglamorgan.gov.uk/Documents/Directorates/Resources/Democratic-Services/Freedom-of-Information/Data-Protection-Policy.pdf
http://staffnet.valeofglamorgan.gov.uk/Documents/Directorates/Resources/Democratic-Services/Freedom-of-Information/Data-Protection-Policy.pdf
http://staffnet.valeofglamorgan.gov.uk/Documents/Directorates/Resources/ICT-Policies/Removable-Media-Policy.pdf
http://staffnet.valeofglamorgan.gov.uk/Documents/Directorates/Resources/ICT-Policies/Removable-Media-Policy.pdf
http://staffnet.valeofglamorgan.gov.uk/Documents/Directorates/Resources/ICT-Policies/Mobile-Devices-Security-Policy.pdf
http://staffnet.valeofglamorgan.gov.uk/Documents/Directorates/Resources/ICT-Policies/Mobile-Devices-Security-Policy.pdf
http://staffnet.valeofglamorgan.gov.uk/Directorates/Managing-Director-and-Resources/Democratic-Services/Information-Security-Portal/Sharing-Information-Securely.aspx
http://staffnet.valeofglamorgan.gov.uk/Directorates/Managing-Director-and-Resources/Democratic-Services/Information-Security-Portal/Sharing-Information-Securely.aspx
http://staffnet.valeofglamorgan.gov.uk/Directorates/Managing-Director-and-Resources/Democratic-Services/Information-Security-Portal/Sharing-Information-Securely.aspx
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16.2 Glossary 

 

Information Asset – Any information belonging to the Council which has value and 

must be protected, whether electronic or paper records; including: intellectual 

property, customer information, financial information, supplier information, 

information about business partners, and any information falling under the scope of 

the Data Protection Act or other legal or regulatory requirements. 

The main Corporate ICT systems, networks, computers, devices and infrastructure 

are also considered to be a valuable information asset. 

 

Information Asset Owner/Data Owner – Senior managers or board members, and 

their appointed delegates, accountable for the information assets belonging to their 

directorates or business units. 

 

Information Custodian – Typically, ICT Services: owning, managing and 

accountable for protecting the main Corporate ICT systems and networks providing 

services to the Business. ICT Services is the custodian, but not owner, for most 

business data owned by the Business, with a duty to protect information placed in its 

care by the Business. 

 

Senior Information Risk Owner (SIRO) – A senior manager or board member 

responsible for ensuring that information risk is managed appropriately; the 

development of good risk management systems and procedures; and the awareness 

of information security issues to protect the delivery of services. 

 

Confidentiality – the property that information is not made available or disclosed to 

unauthorised individuals, entities, or processes. 

 

Integrity – the property that data has not been altered or destroyed in an 

unauthorized manner and can be relied upon. 

 

Availability -  the property of being accessible and usable upon demand by an 

authorised entity. 
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16.3 HM Government Protective Marking Scheme 

 

OFFICIAL Document Marking Classification 

ALL routine public sector business, operations and services should be treated as 

OFFICIAL - many departments and agencies will operate exclusively at this level.  

This includes a wide range of information, of differing value and sensitivity, which 

needs to be defended against the threat profile described in the paragraph below 

(from the Government Security Classification Definitions Version 1.0 October 2013, 

Page 7): 

“The typical threat profile for the OFFICIAL classification is broadly similar to that 

faced by a large UK private company with valuable information and services. It 

anticipates the need to defend UK Government data or services against compromise 

by attackers with bounded capabilities and resources. This may include (but is not 

limited to) hactivists, single-issue pressure groups, investigative journalists, 

competent individual hackers and the majority of criminal individuals and groups.” 

And to comply with legal, regulatory and international obligations. This includes:  

 

 The day to day business of government, service delivery and public finances.  

 Routine international relations and diplomatic activities.  

 Public safety, criminal justice and enforcement activities.  

 Many aspects of defence, security and resilience.  

 Commercial interests, including information provided in confidence and 
intellectual property.  

 

OFFICIAL-SENSITIVE Document Marking 

Personal information that is required to be protected under the Data Protection Act 

(1998) or other legislation (e.g. health records). 

A limited subset of OFFICIAL information could have more damaging consequences 

(for individuals, an organisation or government generally) if it were lost, stolen or 

published in the media. This subset of information should still be managed within the 

'OFFICIAL' classification tier, but may attract additional measures (generally 

procedural or personnel) to reinforce the ‘need to know’. In such cases where there 

is a clear and justifiable requirement to reinforce the 'need to know', assets should 

be conspicuously marked: 'OFFICIAL–SENSITIVE’. 
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16.4 Contact Numbers 

Head of Strategic ICT and SIRO   01446 709382 

Head of Audit     01656 754901 

Security Officer     01446 709185 

ICT Service Desk     01446 709482  


